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Given the growing importance of digital tech‑
nologies in our daily lives, it is vital that we en‑
sure the safety of our computer data. To this end, 
the Canadian government has introduced 
Bill C‑26,1 including the Critical Cyber Systems 
Protection Act (CCSPA), which will regulate pri‑
vate critical cyber systems under federal over‑
sight2 and will stipulate severe penalties in case 
of non‑compliance. Yet instead of protecting the 
cybersecurity systems of private companies, the 
approach adopted risks bureaucratizing and 
penalizing them.

AN ADMINISTRATIVE STRAIGHTJACKET
If the CCSPA is adopted, a list will be drawn up of 
companies with cyber systems deemed critical in 
several key sectors such as telecommunications 
and banking. These companies will have 90 days 
to establish a cybersecurity program and submit 
it to the regulatory body responsible for their 
sector.3

The program will have to, at least on paper at the 
time of review, ascertain and manage cyber se-
curity risks, prevent critical cyber systems from 
being “compromised,” and detect cyber security 
incidents.4 Companies will then have to have 
their program reviewed annually and inform the 
responsible body of any modifications.

The CCSPA also imposes administrative monet-
ary penalties if any obligation is not respected. 
The penalties, whose purpose according to the 
Act, is “to promote compliance with this Act and 
not to punish,”5 can go up to $15 million.6

Rather than leading to better cybersecurity, how-
ever, there is a real risk that the introduction of 
such an administrative straightjacket, accompan-
ied with substantial monetary penalties, will in-
stead see an aversion on the part of private 
companies to taking the initiative to go beyond 
the minimum legal requirements. Indeed, why 

go to the trouble of adopting new measures to 
protect consumers if your program is already ap-
proved, and if doing so risks complicating your 
life and exposing you to millions of dollars of pen-
alties if they are not approved?

PRIVATE COMPANIES ARE ALREADY 
ENSURING CYBERSECURITY
Canadian companies did not wait for Bill C-26 to 
start worrying about cybersecurity. They already 
have programs in place, and together they spent 
almost $10 billion in detection and prevention of 
cybersecurity incidents in 2021, a 41% increase—or 
$2.8 billion—compared to 20197 (see Figure 1).

In the telecommunications sector, for example, 
certain service providers have set up an innova-
tive strategy that aims to strike a balance be-
tween “proactive safeguards” and “preparing for 
worst case scenarios” in anticipating incidents.8 
Other providers have been recognized as inter-
national leaders in cybersecurity, notably thanks 
to the integration of various technologies for 
amassing data on potential threats all while re-
specting customers’ wishes.9
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The same is true of the banking sector, where 
93% of CEOs consider cybersecurity as the pri-
mary motivation for investing in diverse and var-
ied strategies.10 These strategies include notably 
a collaboration among Canadian banks11 and the 
hiring of “ethical hackers” to continually test insti-
tutions’ cybersecurity.12

While the public authorities can define the con-
tours and the broad strokes of a cybersecurity 
framework, they certainly do not have the exper-
tise that private companies have to micro-
manage their cybersecurity programs. 

COUNTERPRODUCTIVE MICROMANAGEMENT
A regulatory body that would verify every aspect 
of private cybersecurity programs, and that would 
have to approve any and all changes, would in-
evitably add a layer of regulatory burden to the 
process. This runs the risk of achieving the oppos-
ite of the desired effect, because in a field like 
cybersecurity, where attacks occur quickly and 
are constantly changing form, private companies 
cannot have their decision-making slowed down 
by bureaucratic considerations; they instead need 
to react rapidly, without administrative obstacles.

The Rogers outage in the summer of 2022 is a 
good example, illustrating how private compan-
ies respond and can themselves ensure the safe-
ty of their clients. After updating its systems, 
Rogers was the victim of an outage during which 
its service was interrupted for several hours, de-
priving many people of critical services like 
Interac13 and access to 911.14

To prevent this from happening again, compan-
ies in the telecommunications sector reached a 
mutual assistance agreement in case of future 
large-scale outages.15 The reaction would not 
have been as quick if regulatory bodies had im-
peded the responsiveness of these companies. 

Cybersecurity is a real issue, and the federal gov-
ernment certainly has a role to play, notably in 
cases of state cyberterrorism. But like a referee 
who does not dictate to teams how to pass the 
puck in order to put it in the net, the government 
should at all costs avoid micromanaging private 
companies’ cybersecurity programs.
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Figure 1

 
Source: Author’s calculations. Statistics Canada, “Impact of cybercrime on 
Canadian businesses, 2021,” The Daily, October 18, 2022. 
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